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Who am | DE\/CORE

A Angelboy (@scwuaptx)
A Senior Security of DEVCORE
A MSRC 2024 MVR Top 100
A Speaker at
A CODE BLUE, HITCON, HITB GSEC
A Master of Pwn of Pwn20wn Toronto 2022
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Pwn20wn VVancouver 2024

Master of Pwn

Tarqget i
g Prize Points

Ubuntu Desktop

Microsoft Windows 11

Apple macOS
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In-the -wild

A Win32k

A GDI (Graphics Device Interface) and Ul functions E
AWi ndows drawing, font manag t |

A Complexity of Code

A It has been a popular target for attackers over the past decade .

DE\/CORE



In-the -wild

A CLFS
A Common Log File System

A Handles log -based transaction processing
A Complexity of Code

A It has been a popular target for attackers over the past six years.
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In-the -wild

A MSKSSRV

A Microsoft Kernel Streaming Service

A Handles synchronization of multimedia streams

A Very small
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In-the -wild

A MSKSSRV

A Microsoft Kernel Streaming Service

A Handles synchronization of multimedia streams
A Very small
A Last year it became a very popular target, with 2 ITW exploits in just a

few month.
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In-the -wild

A Win32k-
A-CLES

A MSKSSRV
Al
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Let's take a look at MSKSSRYV
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MSKSSRV

A CVE2023-29360 I logical bug (found by @masthoon)
A MmProbeAndLockPages invalid AccessMode

A No check if access mode is KernelMode (0)

__inte4  fastcall FsAllocAndLockMdl(void *user addr, ULONG size, struct MDL **33)

{
if ( user_addr && size && a3 )
{
Mdl = IoAllocateMdl(user_ addr, size, ©, 0, OLL);
ve = Mdl;

if ( Mdl )

MmProbeAndLockPages (Mdl ToWriteAccess);
*a3 = vb6;

DE\/CORE
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MSKSSRV

A CVE2023-29360 I logical bug (found by @masthoon)
A MmProbeAndLockPages invalid AccessMode
A No check if access mode is KernelMode (0)

A Mapping arbitrary kernel memory to user space

A Arbitrary memory writing

DE\/CORE
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MSKSSRV

A CVE2023-36802 | Type Confusion
w No any check foFileObject>F<ontext2
w Context Object & Stream Objeetpe confusion

SecurityIntelligence

Critically close to zero(day):
Exploiting Microsott Kernel
streaming service

DE\/CORE
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MSKSSRV

A CVE2024-30089 (found by chompie )

SecurityIntelligence

Racing Round and Round: The
Little Bug That Coula
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But I1s that the end of It ?
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Brief overview of Kernel Streaming
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What Is Kernel Streaming ?

A Microsoft -provided services that support kernel-mode processing of
streamed data
A Low Latency
A Efficient Data Processing
A Unified Interface

A High Extensibility

DE\/CORE
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What Is kernel streaming ?

A Microsoft provides 3 multimedia class driver models
A Port class
A Audio device
A AVStream
A integrated audio/video streaming

A Stream class

DE\/CORE
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Enumerate Device
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Enumerate KS Device

A You can use SetupDiGetClassDevs with class GUID to emulate device

\\2\hdaudio#subfunc 01&ven 8086&dev 2812&nid 0001&subsys
- 00000000&rev 1000#6&.2f1f346a&0&0002&0000001d# {6994ad
04-93ef-11d0-a3cc-00a0c9223196} \ehdmiouttopo

DE\/CORE
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Enumerate KS Device

A KsOpenDefaultDevice
A Opens a handle to the first device that is listed in the specified Plug and

Play (PnP) category

hr = KsOpenDefaultDevice(KSCATEGORY VIDEO CAMERA,
GENERIC_READ | GENERIC_WRITE, &g hDevice);

DE\/CORE
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KS Object
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KS Object

A After we open these Devices, Kernel Streaming will establish some Kernel
Streaming related instance
A KS Filter
A KSPin
Al

A Encapsulate hardware function

DE\/CORE
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KS Filter

Data In Data Out

Filter Factory

DE\/CORE

= https://learn.microsoft.com/en -us/windows -hardware/drivers/audio/audio -filters



KS PIn

Source PiIn

Data In Data Out

Filter Factory

https://learn.microsoft.com/en -us/windows -hardware/drivers/audio/audio -filters

Sink Pin

DE\/CORE
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KS Property

A A Property represents a capability or control -state setting that belongs to
a kernel streaming object

A Client can set or get property to KS Object with GUID
A Device State
A Data format

A Volume Level

DE\/CORE

34



KS Property

A Device State is a KS property
A Through IOCTL KS PROPERT0 get or set it

DeviceIoControl(hPin, IOCTL KS PROPERTY, &pinProp, sizeof(pinProp),
&state, sizeof(state), &cbReturned, NULL);

DE\/CORE
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Kernel Streaming Architecture
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Kernel Streaming Architecture

User Mode

Kernel Mode

/O Manager

' KSFilter |

DE\/CORE
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Kernel Streaming Architecture

Application
User Mode
Kernel Mode
/O Manager |
I |
: |
'| mskssrv drmk mspclock S |
oo !
"1 | Audio Filter AVStream T
] | t
| : portcls ks & ks.sys
] 5 $
i1t [ HdAudio usbvideo '
: | 11
|1 1 1
|1 11
|1 1 1
|1 11
11 : 11
Ll KS Filter 11
L., T s s - == = I
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ksthunk

A Kernel Streaming WOW Thunk Service Driver -

A Entry point of Kernel Streaming

Structure 32
A For backward compatibility

A If the request process is \Wo\W64
A Transfer 32-bits to 64 -bit request

Structure 64

DE\/CORE
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Kernel Streaming Architecture

Application
User Mode
Kernel Mode

/O Manager |
I I
: I
'| mskssrv drmk mspclock S |
e ,
ksthunk.sys : . | Audio Filter AVStream T
. 1 I 1
|1 11

: portcls ks X KS.Sy'S
} s t
i1t [ HdAudio usbvideo '
: | I 1
|1 11
1 I 1
|1 11
1 I 1
3 KS Filter |1
L., T s s - == = |

DE\/CORE
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KS.SYS

A Kernel CSA Library
A One of the main components of Kernel Streaming
A Provide interface for Kernel Stream

A Property

A Event

Al

DE\/CORE
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |
I |
: |
'| mskssrv drmk mspclock S |
oo :
ksthunk.sys : : Audio Filter AVStream : :
. |1 11
|1 11

| : portcls kS & ks.sys
] 5 §
i1t [ HdAudio usbvideo '
: | 11
|1 11
|1 11
|1 11
|1 11
11 : 11
Ll KS Filter 11
L., T s s - == = I
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |
I |
: |
'[ mskssrv drmk mspclock S |
I |
jr- -~/ /s sE s mEmEEEEEEEEEEEEEEEEET 11
"1 | Audio Filter AVStream T
| 11
: | tcl 11

| PO ks - ks.sys
Convert 32 bit request to 64 bit request : : S : :
or pass it down directly : : HdAudio usbvideo : :
1 11
11 11
1 11
11 11
1 11
11 : 11
1 KS Filter 11

DE\/CORE
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |

I |

: |

'| mskssrv drmk mspclock S |

i i

'1 | Audio Filter AVStream T

i | i

X portcls ks | ! KS.SYS

] s |

it [[HdAudio usbvideo '

: | 11

|1 11

|1 11

|1 11

|1 11

11 : 11

Ll KS Filter 11

L., T s s - == = I
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |

I |

I |

'[ mskssrv drmk mspclock S |

T me—e——m—-- }

| ' | Audio Filter AVStream *

|
i X
1! portcls ks X
|

t . . : 1

' |1 HdAudio usbvideo |

: : : : KsPropertyHandler

1 11

1 11

1 11

1 11

11 : 11

[l KS Filter 11

L., T s s - == = I
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode
/O Manager |
I |
I |
'[ mskssrv drmk mspclock S |
oo }
| ' | Audio Filter AVStream *
] $
1! portcls ks X
|
* ? T
11 || HdAudio usbvideo H
: : : : KsPropertyHandler
x |1 Look for the property set, item and
:: & the handler
X KSFilter |4

DE\/CORE
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The work flow of set pin state

User Mode
IOCTL_KS PROPERTY Kernel Mode
/O Manager |
I |
I |
'[ mskssrv drmk mspclock S |
|
: [ e e e e e e T EEEEEmm——— I 1
"1 | Audio Filter AVStream T
I |
: | : |
1! portcls ks X
|

i . . ; ¥
11 | | HdAudio usbvideo I

: : : : KsPropertyHandler
1 11
1 11
1 11
1 11
11 . 11

D E ‘/CO R E portcls!PinPropertyDeviceState
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From attacker's view
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From attacker's view

A There are many properties for each device

A individual implementation

DE\/CORE
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From attacker's view

A There are many properties for each device
A individual implementation

A No vulnerabilities in ks and ksthunk for a long time
w CVE2020-16889 (found by @nghiadt1098)
w CVE202017045 (found by @nghiadt1098)

DE\/CORE
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From attacker's view

A There are many properties for each device
A individual implementation
A No vulnerabilities in ks and ksthunk for a long time
w CVE202016889 (found by @nghiadt1098)
w CVE202017045 (found by @nghiadt1098)
A Each driver handles part of the content individually, which may lead to

Inconsistencies .

DE\/CORE
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We found some trivial vulnerabilities in few
days S
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Vulnerabilities

A Portcls.sys
A CVE 2024-38055 (OOB)
A CVE-2024-38056

A Ksthunk
A CVE 2024-38054 (OOB)
A CVE-2024-38057

DE\/CORE
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We found some Interesting things
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IS really safe ?

if ( irp->RequestorMode )
{

¥

else

{

vli4d = 0x(C0000010;

UserBuffer = (unsigned int *)irp->UserBuffer;

vi9[0] = @LL;

vi9[1l] =

F11e0bject CurrentStackLocation->FileObject;

v21 = FileObject;

vid = (*(__inte4 (_ fastcall **)( QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(
~JserBO0ttEC,
OLL,
v19);

}

DE\/CORE
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IS really safe ?

UserMode (1)

J
A )

it ( irp->RequestorMode

1
¥

else

{

vli4d = 0x(C0000010;

UserBuffer =
vi9[0] = @LL;
vi9[1l] =
F11e0bject
v21 = FileObject;
vida = (*(_inte4 (__ fastcall **)(_QWORD,

*UserBuffer,

OLL,

v19);

}

(unsigned int *)irp->UserBuffer;

CurrentStackLocation->FileObject;

 QWORD,

__inte4 *))(Type3InputBuffer + 0x38))(

DE\/CORE
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M

The Overlooked Bug Class
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PreviousMode

A A field in the thread object that indicates whether the parameters for a

System Service Call originated In user mode or kernel mode

Application

User Mode

, Kernel Mode
kthread ->PreviousMode =

UserMode

ZWCreateFile
Device Driver Device Driver
kthread ->PreviousMode =

KernelMode

NtCreateFile

DE\/CORE
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IRP ReqguestorMode

A IRP->RequestorMode
A the execution mode of the original requester of the operation

A A copy of the PreviousMode value from the thread object

DE\/CORE

59



IRP ReqguestorMode

if ( Irp->RequestorMode )
{

ProbeForRead(CurrentStackLocation->Parameters.DeviceIoControl.Type3InputBuffer, InputBufferLength, 1u)
a4 = callback;

outputLength = outlen;
}

MmProbeAndLockPages(Irp->MdlAddress, Irp->RequestorMode, IoWriteAccess);

RequestorMode = Irp->RequestorMode;

vle = (unsigned _ int8)HIBYTE(*( WORD *)(a2 + 24)) >> 6;

Object = OLL;

vl4 = ObReferenceObjectByHandle(v8, v16, (POBJECT _TYPE)IoFileObjectType, RequestorMode, &0bject, OLL);

DE\/CORE
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But t her e are some | S S UE

DE\/CORE



A logical bug class

A Windows Kernel Logic Bug Class: Access Mode Mismatch in IO Manager

by James Forshaw

User Mode I Kernel Mode

Application

DE\/CORE

Previousiode =M

Device Driver

—— ZwOpenFile

—

NtOpenFile

https://googleprojectzero.blogspot.com/2019/03/windows

62

-kernel -logic -bug - class-access.html



A logical bug class

A Windows Kernel Logic Bug Class: Access Mode Mismatch in IO Manager

by James Forshaw

User Mode I Kernel Mode

Application

DE\/CORE

Device Driver

—— ZwOpenFile

—

NtOpenFile

PreviousMode :M PreviousMode- == KernelMode

https://googleprojectzero.blogspot.com/2019/03/windows

63

-kernel -logic -bug - class-access.html



A logical bug class

A What happens if kernel call OpenFile and solely relies on RequestorMode

for validation ?

User Mode I KermmelMode e e e e e = = = = = = :
No Access Check

|

Application  |—— Device Driver — ZwOpenkFile NtOpenFile [——

l
PreviousMode :M PreviousMdde- === KernelMode
!

DE\/CORE

o https://googleprojectzero.blogspot.com/2019/03/windows -kernel -logic -bug -class-access.html



A logical bug class

A What happens if kernel call OpenFile and solely relies on RequestorMode
for validation ?
A Bypass
A Security Access Check
A Memory Access Check

DE\/CORE

e https://googleprojectzero.blogspot.com/2019/03/windows -kernel -logic -bug -class-access.html



It focuses on Zw™ system service call

DE\/CORE
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Are there other potential causes
for this bug class?
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Are there other potential causes
for this bug class?
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The Bug Pattern

A loBuildDeviceloControlRequest

The loBuildDeviceloControlRequest routine allocates and sets up an IRP for a synchronously processed device control

request.

Syntax

C++

__drv_aliasesMem PIRP IoBuildDevicelIoControlRequest(
[in] ULONG IoControlCode,
[in] PDEVICE OBJECT DeviceObject,
[in, optional] PVOID InputBuffer,
[in] ULONG InputBufferLength,
[out, optional] PVOID OutputBuffer,
[in] ULONG OutputBufferLength,
[in] BOOLEAN InternalDevicelIoControl,
[in, optional] PKEVENT Event,
[out] PIO STATUS BLOCK IoStatusBlock

DE\/CORE
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The Bug Pattern

A loBuildDeviceloControlRequest

loBuildDeviceloControlRequest returns, the RequestorMode field is always set to KernelMode.

DE\/CORE
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The Bug Pattern

A loBuildDeviceloControlRequest

User Mode

T D CCEEEEE R TR
" Requestor Mode Kernel Mode
= UserMode >

Device Driver Device Driver

loBuildDeviceloControlRequest

DE\/CORE
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The Bug Pattern

A loBuildDeviceloControlRequest

User Mode

Kernel Mode
lofCallDriver
Device Driver Device Driver

loBuildDeviceloControlRequest

DE\/CORE
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After quick review of this bug pattern in KS
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NTSTATUS _ stdcall KsSynchronousIoControlDevice(
PFILE OBJECT FileObject,
KPROCESSOR_MODE RequestorMode,
ULONG IoControl,
PVOID InBuffer,
ULONG InSize,
PVOID OutBuffer,
ULONG OutSize,

PULONG BytesReturned)

KeInitializeEvent(&Event, NotificationEvent, 0);
NewIrp = IoBuildDeviceIoControlRequest(

ToControl,

RelatedDeviceObject,

InBuffer,

InSize,

OutBuffer,

OutSize,

9,

&Event,

&IoStatusBlock);

NewIrp->RequestorMode = RequestorMode;

Status = IofCallDriver(RelatedDeviceObject, NewIrp);

DE\/CORE :
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But
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CKsPin::GetState

BytesReturned = 0;

V5 = KsSynchronousIoControlDevice(m_Workex2F@@@3u, &InBuffer, 0x18u, OutBuffer, .

if ( v5 >= 0 &% BytesReturned != 4 )
v5 = -1073741306,

DE\/CORE
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CKsPin::GetState

BytesReturned = 0;
v = KsSynchr‘onousIoContr‘olDevice(m_Workex2F@@®3u, &InBuffer, 0x18u, OutBuffer,
it ( v5 >= 0 && BytesReturned != 4 )

V5 = -1073741306;

SerializePropertySet
if ( SerialSize )

{

v19 = KsSynchronousIoControlDevice(

LarentS Location L3 ]eObject,
KernelMode _
" 2N rameters.DevicelIoControl.IoControlCode,

PoolWithTag,
InSize,

(vie + 0x20),
SerialSize,
&BytesReturned);

DEVCURE
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UnserializePropertySet

if ( OutSize > v13 )

- e&ta—orrorl;
KernelMode F KsSynchronousIoControlDevice(

entStackLocation->FileObject,

T ~[e
9,
entStackLocation ->Parameters.DeviceIoControl.IoControlCode,

New KsProperty req,
InSize,

OutBuffer,

OutSize,
&BytesReturned);

DE\/CORE
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Look for the bug pattern  In KS

1. KsSynchronousloControlDevice

DE\/CORE



Look for the bug pattern  In KS

1. KsSynchronousloControlDevice

2. Controllable

KsSynchronousIoControlDevice(

A InputBufter CurrentStackLocation->FileObject,

9,

A OutputBuffer CurrentStackLocation->Parameters.DeviceIoControl.IoControlCode,
New KSPPOEePtX reg,

InSize,

OutBuffer,

OutSize,

&BytesReturned);

DE\/CORE
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Look for the bug pattern  In KS

1. KsSynchronousloControlDevice
2. Controllable

A InputBuffer
if ( irp->RequestorMode )

A OutputBuffer ProbeForRead(CurrentStackLocation->Parameters.DeviceIoControl.Type3InputBuffer, inputbuf, 1u);

MmProbeAndLockPages(mdl, irp->RequestorMode, IoWriteAccess);

3. IOCTL relies on RequestorMode for security checks

DE\/CORE
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The Vulnerabllity & Exploitation

DE\/CORE



N = g e Emr @ —HUI..IBQ_%U
Qs i seyyr N aWma Qg OO

Ce2¥3 '3 s lhmaaal 0 0} § 7270 00
e = o P g e R e

— R vy AN ﬂ..!l-\h m =

o T i A |
- twr. : M’E weoa ! 11l E &..
L -
§ "o VI ekl . ’
1 .

-y
W
o N

: = O W T ol

Vs W RU“’”\* A
¥ v 2

< 3=

: ..‘v.).. ﬂ.‘.ﬁv {a.)v'.,. ‘ . \-
AT 4 < 0 ca s o)

. -l 2
- 4 - 2 )
) —— LY

N\

. ’ ' .....WY_. ..._J.J.. .. e / :
“! thd E1s = W %u« | ‘,.,.,, \ ! _ \ ¥ ! _ it
S i e . . rﬂ?wf’ga.ﬂ.r, g N\ ,!.Lu.. 4..&1

A
PR S T W W, W, I T, | O, R ETERETRY A SR G
o R . e :

A | .l 12
2 o N AN ¢ et SR AN
e ARy, ﬁ/@u@/f?n s T \ﬂfhm,nv‘ dw_loq "

. T MR AAL Wl T & | L B J A o
R ) S A ﬁw.u.wﬁw"_-,,,...,._..u,‘.».,%..... AN T e
RITRE @ L A% (Ui C AT e
X : T T R S TN

ol
-l

e g e i GLIITTY

—s P

i, R §

J Ty
= REE,

/fp v/

Y @A\

AR N 5

..'\v.

2O e vt (N [ s R .u&

= NN SR A

MARFR R AN LT T A
vy ] 7k
a1 N -

g - .

.'lt.\.n. 7 ....lw....... .,.2-.‘ Y
o A 4 P = < 3
WYATES = Ny AR NS, TR,

AR - o FUNTW L
. : AT AN e . N T
L/ ‘% X ¥ Kw-\..,h...ﬂw(t e =
W WO A0 e % e 1 VU7 0 AT A
D e N B i e, — Vi

N\
X tr : :_v v
N\

. A N, o 119 T d
- ) ~ s - of >
- . - 3 ’ ' ' -y 8
: 23 - v , - 3 { - -
: ~ . ~ ‘L - Q iy
> ’ . -
- v - " - ) . e
: / L - .. ) :
— : i . S Al tc;. ”. )\ £ é w
= - . = e\ P -
U= ' H g s A
— y . . o N | v :
& g ; 4
l -~ - - - A ’
) ; G N 9
. . | VL -

&

ol

-
—-— -
S - . .
SR .
onl-l.vl.. m
"'.. .
== o
e = - - .
L~ B~ — S Rt .
“ o= A -
[ W v i g ]
eDQ 288 =
ol E- Tt B8 o
o Qg w S A

- 8 .!.., -
%.L' "yt

Pl e - L
W ey g S O Sty s ! ‘ A
b L€ - EERY IR 9\“. Lot 5 .

i wilds = - = 1-.“.-110.\1. .

B e g Y -~ o o V
:lo!“nh.:v.oTh e B B _
DCE A= ok ] s ) O (& ,. __/ /

W EX e “frun o sl 0/, N /
[se BT ..rv\l“lll_; ww ey //, /

O mraey L ane oty 0

Mvww a1 A MAYSD i a3h 0o 1Y
(< - S =B~ NN < A8

.._.A
| ! __ \
/ Oap O R comco0aQ \ - /
\ L TR e by L Ty ) e _/
/

/

L Ay mm—tt errdan oS te
[ e A bl BN & peen M e s /




Unserialize the property set

A KSPROPERTY_TYPE_UNSERIALIZESET

A Interaction with multiple properties with a single call

Property Set

Property 1

l
I (
l
| .
I 4
T

Kernel Mode

DE\/CORE
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UnserializePropertySet

NTSTATUS _ fastcall KspPropertyHandler(
PIRP Irp,
unsigned 1nt propertysetscnt,
KSPROPERTY_SET *propertyset,
__int64 (__ fastcall *a4)( QWORD, QWORD, QWORD),
int a5,
___1nt64 NodeAutomationTable,
unsigned int NodeCnt){

// check 1f the UserProvideProperty->Set is in the propertyset

if ( KsProperty flag == KSPROPERTY_TYPE UNSERIALIZESET )
return UnserializePropertySet(Irp, sysbuf , propertyset );

85



UnserializePropertySet

unsigned _ int64 __ fastcall UnserializePropertySet(
PIRP 1irp,
KSIDENTIFIER* UserProvideProperty,
KSPROPERTY_SET* propertyset )

New_ KsProperty req ExAllocatePoolWithTag(NonPagedPoolNx, InSize, ©x7070534Bu);

memmove (New KsProperty req, CurrentStacklLocation->Parameters.DeviceloControl.Type3InputBuffer, InSize);

status = KsSynchronousIoControlDevice(
CurrentStackLocation->FileObject,
9,
CurrentStackLocation->Parameters.DeviceloControl.IoControlCode,
New KsProperty req,
InSize,
OutBuffer,
OutSize,
&BytesReturned);
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UnserializePropertySet

unsigned _ int64 __ fastcall UnserializePropertySet(
PIRP 1irp,
KSIDENTIFIER* UserProvideProperty,
KSPROPERTY_SET* propertyset )

New_ KsProperty req ExAllocatePoolWithTag(NonPagedPoolNx, InSize, ©x7070534Bu);

memmove (New KsProperty req, CurrentStacklLocation->Parameters.DeviceloControl.Type3InputBuffer, InSize);

status = KsSynchronousIoControlDevice(

CurrentStackLocation->FileObject,

9,
CurrentStackLocation->Parameters.DeviceloControl.IoControlCode,
New KsProperty req,

InSize,

OutBuffer,

OutSize,

&BytesReturned);

87



UnserializePropertySet

unsigned _ int64 __ fastcall UnserializePropertySet(
PIRP 1irp,
KSIDENTIFIER* UserProvideProperty,
KSPROPERTY_SET* propertyset )

ExAllocatePoolWithTag(NonPagedPoolNx, InSize, @x7070534Bu);

New KsProperty req
memmove (New KsProperty req, CurrentStacklLocation->Parameters.DeviceloControl.Type3InputBuffer, InSize);

status = KsSynchronousIoControlDevice(

irrentStacklLocation->FileObject,

KernelMode
mrrentStackLocation->Parameters.DeviceloControl.IoControlCode,
New KsProperty req,

InSize,

OutBuffer,

OutSize,

&BytesReturned);
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UnserializePropertySet

status

unsigned _
PIRP 1irp,
KSIDENTIFIER* UserProvideProperty,
KSPROPERTY_SET* propertyset )

inté4 _ fastcall UnserializePropertySet(

New KsProperty req = ExAllocatePoolWithTag(NonPagedPoolNx, InSize, Ox7076534Bu);

memmove (New KsProperty req, CurrentStacklLocation->Parameters.DeviceloControl.Type3InputBuffer, InSize);

= KsSynchronousIoControlDevice(
CurrentStackLocation->FileObject,

0,
CurrentStackLocation->Parameters.DeviceloControl.IoControlCode,
New KsProperty req,

InSize,
OutBuffer, User Control

OutSize,
&BytesReturned);
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UnserializePropertySet

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |
I |
: |
'| mskssrv drmk mspclock S |
oo :
ksthunk.sys : : Audio Filter AVStream : :
. |1 11
|1 11

| : portcls kS & ks.sys
] 5 §
i1t [ HdAudio usbvideo '
: | 11
|1 11
|1 11
|1 11
|1 11
11 : 11
Ll KS Filter 11
L., T s s - == = I
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UnserializePropertySet

User Mode
10 N Made
[ RequestorMode el ot

/0 Manag = UserMode = |- o D o ____
y |
I |
'| mskssrv drmk mspclock S |
T me—e——m—-- }
"1 | Audio Filter AV Stream T
) | T

|| Portels ks - ks.sys
Convert 32 -bitto 64 -Dbit [ : S | :
| : : :
it [ [HdAudio usbvideo '
: | 11
|1 1 1
|1 11
|1 1 1
|1 11
1| : 11
Ll KS Filter 11
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UnserializePropertySet

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |

I |

: |

'| mskssrv drmk mspclock S |

i i

'1 | Audio Filter AVStream T

i | i

X portcls ks | ! KS.SYS

] s |

it [[HdAudio usbvideo '

: | 11

|1 11

|1 11

|1 11

|1 11

11 : 11

Ll KS Filter 11

L., T s s - == = I
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UnserializePropertySet

User Mode
IOCTL_KS PROPERTY Kernel Mode

/O Manager |

I |

I |

'[ mskssrv drmk mspclock S |

T me—e——m—-- }

| ' | Audio Filter AVStream *

|
* T
1! portcls ks X
|

t . . : 1

' |1 HdAudio usbvideo |

: : : : KsPropertyHandler

1 11

1 11

1 11

1 11

11 : 11

[l KS Filter 11

DE\/CORE
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UnserializePropertySet

User Mode
IOCTL_KS PROPERTY Kernel Mode
/O Manager |
I I
I |
'[ mskssrv drmk mspclock S |
: | :
"1 | Audio Filter AVStream T
| i
1! portcls ks X
|
1 ® T
1! || HdAudio usbvideo I
! | | | KsPropertyHandler
| | . .
:. % If this property set exists,
r o call UnserializePropertySet
X KSFilter | 1
L., T s s - == = |

DE\/CORE
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UnserializePropertySet

Aouilizabion

User Mode

IOCTL_KS PROPERTY

/O Manager

DE\/CORE

| |
I |
! mskssrv drmk mspclock S |
i }
'1 | Audio Filter AVStream T
[l 11
I |
: ! portcls ks : |
: |
; 5 !
11 (| HdAudio usbvideo *
: I 11
N 11
N 11
N 11
N 11
k KSFilter |4

95
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UnserializePropertySet

Aouilscutuon

User Mode

Kernel Mode

MSKSSrv drmk mspclock S

|
| |
| |
| |
| |
| |
:: AVStream '
1 X
R Ks I
1 11

[
1 _ 3 ¥
X usbvideo x
: | 11
11 11
1 11
11 11
1 11

| ! | .

:. KS Filter | 1 KsSynchronousloControlDevice
L., T s s - == = |
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We can do arbitrary [1OCTL KS PROPERTWiIth
KernelMode now
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We need to find a targetto  EOP
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UnserializePropertySet

Application
User Mode
IOCTL_KS PROPERTY Kernel Mode
/O Manager |

| |
I |
! mskssrv drmk mspclock S |
i }
' | Audio Filter AVStream X
N 11
[l |
1 portcls kS ' ks.sys
} $ 1
11 [ HdAudio usbvideo *
: I 11
N 11
[l 11
N 11
[l 11
k KSFilter |4
L., T s s - == = |
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ksthunk!Dispatchloctl

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE_ SET
{
if ( irp->RequestorMode )
{
vlid = 9x(C0e0eolo;
}
else
{
UserBuffer = (unsigned int *)irp->UserBuffer;
vld = (*(_int64 (__ fastcall **)( QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);
}
}

(0[0)




ksthunk!Dispatchloctl

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE SET
{
if ( irp->RequestorMode )
{
vli4 = 9x(C0000010,;
else
{
UserBuffer = (unsigned int *)irp->UserBuffer;
vld = (*(__intée4 (_ fastcall **)( _QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);
}
}
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ksthunk!Dispatchloctl

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE SET
{
if ( irp->RequestorMode )
{ RequestorMode == KernelMode (0)
vli4 = 9x(C0000010,;
else
{
UserBuffer = (unsigned int *)irp->UserBuffer;
vld = (*(__intée4 (_ fastcall **)( _QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);
}
}
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ksthunk!Dispatchloctl

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE SET
{
if ( irp->RequestorMode )
{
vli4 = 9x(C0000010,;
1
J
else
UserBuffer = (unsigned int *)irp->UserBuffer;
vld = (*(__intée4 (_ fastcall **)( _QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);
}
}
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ksthunk!Dispatchloctl

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE SET

{
vl4 = 0xCO000010;

}

else
¢

UserBuffer = (unsigned int *)irp->UserBuffer;

vld = (*(__intée4 (_ fastcall **)( _QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);

!
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UnserializePropertySet

Application Y
ser Mode
___________ OCTL_KS_PROPERTY Kernel Mode
/O Manager
— I |
: |
:l ________________ | :
ksthunk.sys | ' || Audio Filter AVStream T
. |1 11
|1 11
| | portcls ks & ks.sys
] - ::
i ff{ HdAudio ushvideo '
:| 11
|1 11
|1 11
|1 11
1l L
} KSFilter |
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BUGCHECK _CODE: 3b

BUGCHECK P1:
BUGCHECK P2:
BUGCHECK _P3:
BUGCHECK _P4: ©

CONTEXT:
rax=ff{f{f404040404040
rdx=0000000000000000
rip=fffff80173333380

r8=ffffaa88a40deb78
r11=0000000000000000
r14=4f+ac41982f2c8ddd
iopl=0 nv up
CsS=0010

CO00000O5

SS=0018 ds=

ksthunk!Dispatchloctl

80173333380

f+fffaa88a40delP0O

ffffaa88a40del00 -- (.cxr Oxffffaa88a40del0)

rbx=ffff838a3cef5b20
rsi=ffff838a3cef5da®
rsp=ffffaa88a40deb28
ro=ffffaa88a40dec80
rl12=ffffaa88a40dec80
r15=ffff838a3d45e0a0
el pl zr na po nc
002b

ksthunk!guard dispatch _icall nop:

801 73333380 ffeo

jmp

Resetting default scope

es=002b fs=0053

rcx=00000000deadbee®d
rdi=0000000000000001
rbp=ffff838a3d45e0a0
rl1o=ffff+8016aa26e90
r13=fff+838a3df23deod

g5=002b

rax {ffff4040 40404040}

et1=00050246



We have an arbitrary call with one argument  now
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Exploitation
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Mitigation on Winl1l

A KCFG

A KASLR
A SMEP
Al
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Mitigation on Winl1l

A KCFG
A KASLR

A NtQuerySystemInformation
A SMEP

A Reuse Kernel Code

Al
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Bypass KCFG

A Find a valid function in Windows Kernel

A Our goal is turn arbitrary call to arbitrary memory write

DE\/CORE
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Bypass KCFG

A Find a valid function in Windows Kernel
A Our goal is turn arbitrary call to arbitrary memory write

A Search *Set* function export from ntoskrnl.exe
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Bypass KCFG

NElnl=

#d RtINumberOfSetBitsInRangeEx
fi RtINumberoOfSetBitsUlongPtr

fi RtISetActiveConsoleld
T RtISetAlIBits

i RtISetAllIBitsEx

fi RtiSetBit

1 RtISetBitEx

1d RtiSetBits

T RtISetBitsEx

T RtISetConsoleSessionForegroundProcessld
T RtISetControlSecurityDescriptor

T RtISetDaclSecurityDescriptor

i RtISetDynamicTimeZonelInformation

Address

00000001405A7080
00000001403B0490
0000000140758470
000000014024EE60
00000001403B3240
000000014029A5F0
000000014029D810
000000014024D8BO
0000000140355B70
00000001407574E0
0000000140852320
0000000140697010
00000001409BBA60

Ordinal

2441
2442
2505
2506
2507
2508
2509
2510
2511
2512
2513
2514
2515
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Bypass KCFG
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