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Introduction



Intro :: About me

O¢ O¢ O¢ O¢ O

Mikhail Evdokimov

Senior Security Researcher at PCAutomotive
Reverse-Engineering & Vulnerability Research
Keen interest in wireless technologies

Have been pwning Bluetooth since 2021

PCAUTOMOTIVE

tw: @konatabrk



https://twitter.com/konatabrk

Intro :: Pwn20wn VI Targets

Master of Pwn

Target Prize Points

Sony XAV-AX5500

Alpine Halo9 iLX-F509

Pioneer DMH-WT7600NEX




Intro :: Alpine Halo9

O¢ O¢ O¢ O¢ O¢ O

Alpine Halo9 ILX-F509

External In-Vehicle Infotainment (I1VI)

Touchscreen display
USB / WLAN / Bluetooth
Apple Carplay & Android Auto

IDatalink Maestro Compatible
3 External CAN adapter

U
L



https://www.alpine-usa.com/product/ilxf509-alpine-halo9-hi-res-multimedia-receiver
https://www.idatalink.com/product/product/product_id/1

Intro :: Alpine Halo9




Intro :: Alpine Halo9 :: Firmware

Firmware was obtained from EMMC chip

Without desoldering

Used X-ray to identify traces

0 Was conducted by our teammate Polina Smirnova

O« O« O«

CMD

| ua DATO I



https://twitter.com/moe_hw

Bluetooth Internals



Bluetooth :: Stack

I I B B .

reference: Dissect Android Bluetooth for Fun & Profit
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https://github.com/wlya/Bluedroid/blob/master/Dissect%20Android%20Bluetooth%20for%20Fun%20%26%20Profit.pdf

Bluetooth :: HCI Link Connection
HCI Link Connection Establishment

BDADDR: aa:bb:cc:dd:ee:ff -

HCI Handle:
0x 108

HCI Create Connection
>
HCI Accept Connection
<
HCI Link Connection
Authentication Requested
>
Link Key Request
<
Link Key Reply Negative
10 Capability
< >
User Confirmation
< >
Authentication Completed
<

- BDADDR: 11:22:33:44:55:66

HCI Handle:
Bx41

Prior Authentication
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Bluetooth :: HCI ACL Fragmentation

HCI ACL Data Packet

1Connection handle to be used for transmitting data
over a HCI Link Connection (primary controller)

2HCI ACL fragment's maximum length depends on
the controller. Usually it's 1821 bytes

I

’ L2CAP PDU Header .

B
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Bluetooth :: L2ZCAP Channels

0 The logical connection between two endpoints in peer devices
3 Endpoints are BT Profiles identified by PSM (analog to TCP/IP ports)
0 Multiplexing over HCI Link

Identified by Channel ID (CID):
3 SCID- Source endpoint CID
3 DCID- Destination endpoint CID

O«
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Bluetooth :: L2ZCAP Channels

Two types of L2ZCAP Channels:

6 FlIxed Channels
3 Static SCID / DCID
3 L2CAP Signalling Channel(SCID=1)
y" Creating dynamic L2CAP Channels

6 Dynamic Channels
3 Dynamically allocated SCID / DCID

3 Types: Basic, ERTM, Streaming, etc
3 Service Discovery Protocol (SDP) isaccessible before authentication
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Bluetooth :: L2ZCAP Channels

HCI Handle:
Bx108

L2CAP Channels

HCI Create Connection

>
HCI Accept Connection

HCI Handle:
Bx41

HCI Link Connection

L2CAP Connection Request

>
L2CAP Connection Response

PSM=1 :
SDP Profile :

.............................................................

L2CAP SDP Communication
< >

........................

MTU, Channel Type, ;

other params

.........................................

Multiple L2CAP Channels over the same
HCI Link Connection are possible (multiplexing)

15



Bluetooth :: Summary

O¢ O¢ O¢ O« O¢ O¢ O

HCI Link Connectionis the initial step for BT communication
HCI Handleis an identification of a HCI Link Connection
L2CAPChannels are multiplexed connections to BT services
L2CAP Channelstypes: Basic, ERTM

The number of L2ZCAPChannels islimited (Alpine: ~50)
L2CAP PDUconsists of multiple HCI ACL fragments
SDPservice is accessibleprior to authentication

16



BT :: Alpine



Alpine :: btapp

O« O¢ O«

O« O¢ 0O«

O«

ARM 32-bit architecture.
Launched asroot .

Security mitigations:
3 Stack: No canary found
3 PIE:No PIE (0x10000)

libc -2.20.so -no Tcache.
Multithreaded +®&Tthread 1 s responsi bl e

Bluetooth Stack za proprietary implementation
3 Other devices might be vulnerable

Contains symbols = simplifies reverse -engineering

f

or

BT
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Alpine :: Disclaimer

A few warnings before going further:

O«

All the code examples are heavily simplified for readability.
A lot of checks of the original code are omitted .

Only mandatory exploitation steps are discussed.

O« O«

You can find all the details in the upcoming whitepaper

19



Alpine :: HCI ACL Rx

__int32 _ fastcall prh_12 sar data ind (
char *hci_handle , host buf *inbf , HCI ACL FLAGSIags )
{
p_link = prh_I2_acl find_handle (( int ) hci_handle );
data = inbf ->data;
aclLen = inbf ->len - 4;
switch (flags ) {
case prh_hci ACL_START FRAGMENT

case prh_hci ACL_CONTINUE _FRAGMENT

o _link 1s the representation of an established HCI Link Connection



Alpine :: HCI ACL Rx :: ACL Start

__Int32 __ fastcall prh_12 sar data ind (
char *hci_handle , host buf *inbf , HCI ACL FLAGSIags )
{
p_link = prh_I2_acl find_handle (( int ) hci_handle );
data = inbf ->data;
aclLen = inbf ->len - 4;
switch (flags ) {
case prh_hci ACL_START FRAGMENT

case prh_hci ACL_CONTINUE _FRAGMENT

21



Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0;
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos p_link ->pending_cid = (data[2] | (data[3] << 8)):
if ( cid == 2 && p_link ->length > O0x4F1 ){
CUF_bU'F p_link ->mtu_complete = 1;
return  0O;
}
cu r_len chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle return  0;
}
pending_cid p_link ->cur_buf = host_buf alloc (p_link ->length );

p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;

length

memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

mtu Complete p_link ->cur_len += aclLen ;
» if ( aclLen !'= p_link ->length )

return  0O;
Legend: pkt_hander :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete =
initialized prh_I2_pkt_handler ~ (
con t ro 1 1 ed p_link ->pending_cid , hci_handle , p_link ->cur_buf );

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

1
p_link p_link ->mtu_complete = 0:
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos p_link ->pending_cid = (data[2] | (data[3] << 8));

i ( cad == 2 &&p_link ->length > Ox4F1 ){
CUF_bU'F p_link ->mtu_complete = 1;
return  0O;
}
cu r'_len chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle

return O;

}
pending_cid p_link ->cur_buf = host buf alloc (p_link ->length );
p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;

length

memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

mtu Complete p_link ->cur_len += aclLen ;
» if ( aclLen !'= p_link ->length )

return  0O;
Legend: pkt_hander :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete =
initialized prh_I2_pkt_handler ~ (
con t ro 1 1 ed p_link ->pending_cid , hci_handle , p_link ->cur_buf );

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0:
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos p_link ->pending_cid = (data[2] | (data[3] << 8));

if ( cid == 2 && p_link ->length > O0x4F1 ){
CUF_bU'F p_link ->mtu_complete = 1;
return  0O;
}
cu r'_len chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle

return O;

}
pending_cid p_link ->cur_buf = host buf alloc (p_link ->length );
p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;

length

memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

mtu Complete p_link ->cur_len += aclLen ;
» if ( aclLen !'= p_link ->length )

return  0O;
Legend: pkt_hander :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete =
initialized prh_I2_pkt_handler ~ (
con t ro 1 1 ed p_link ->pending_cid , hci_handle , p_link ->cur_buf );

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0:
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos p_link ->pending_cid = (data[2] | (data[3] << 8));

if ( cid == 2 && p_link ->length > O0x4F1 ){
CUF_bU'F p_link ->mtu_complete = 1;
return  0O;
}
cu r'_len chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle

return O;

}
pending_cid p_link ->cur_buf = host buf alloc (p_link ->length );
p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;

length

memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

mtu Complete p_link ->cur_len += aclLen ;
» if ( aclLen !'= p_link ->length )

return  0O;
Legend: pkt_hander :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete =
initialized prh_I2_pkt_handler ~ (
con t ro 1 1 ed p_link ->pending_cid , hci_handle , p_link ->cur_buf );

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0;
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos p_link ->pending_cid = (data[2] | (data[3] << 8));
if ( cid ==2 && p_link ->length > Ox4F1 ) {
cur bU'F - p_link ->mtu_complete = 1;
o return O
}
(o] ] I“_]_en P heap chunk chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle return  0;
}
pending_cid p_link ->cur_buf = host_buf alloc (p_link ->length );

p_link ->cur_buf ->len = p_link ->length ;

p_link ->cur_pos = p_link ->cur_buf ;
length memcpyp_link ->cur_bur , data + 4, aclLen );
p_link ->cur_pos += aclLen ;
th_Complete p_link ->cur_len += aclLen ;

if ( aclLen != p_link ->length )

return  0O;
Legend: pkt_handler :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete =
initialized prh_I2_pkt_handler (
con t |"01 1 ed p_link ->pending_cid , hci_handle , p_link ->cur_buf );

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {

host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0;
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos — E— p_link ->pending_cid = (data[2] | (data[3] << 8)):
if ( cid ==2 && p_link ->length > Ox4F1 ) {
CUP_bU'F | p_link ->mtu_complete = 1;
return  0O;
}
cu r‘_len £ - heap chunk chan = prh_I2_chn_get_p channel (p_link ->pending_cid );
‘ 4 if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle return  0;
| acllen | )
pending_cid ‘ p_link ->cur_buf = host_buf alloc (p_link ->length );
D ——— p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;
length memcpyp_link ->cur_buf , data + 4, aclLen);
p_link ->cur_pos += aclLen ;
th_Complete p_link ->cur_len += aclLen ;
it ( aclLen = p_link ->length )
return  O;
Legend: pkt_handler :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete = 1;
in i ti a 1 i Zed prh_I2_pkt_handler (
p_link ->pending_cid , hci_handle , p_link ->cur_buf );
controlled

return ret ;



Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {

host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0;
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos — E— p_link ->pending_cid = (data[2] | (data[3] << 8)):
if ( cid ==2 && p_link ->length > Ox4F1 ) {
CUP_bU'F | p_link ->mtu_complete = 1;
return  0O;
}
cur_len 4 : heap chunk chan = prh_I2_chn_get_p_channel (p_link ->pending_cid );
‘ 1 if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle return  0;
| acllen | )
pending_cid ‘ p_link ->cur_buf = host_buf alloc (p_link ->length );
D ——— p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;
length memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

th Complete p_link ->cur len += acllLen ;
» if ( aclLen != p_link ->length )

return  0O;
Legend: Pk handler
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete = 1:
initialized prh_I2_pkt_handler (
t l 1 d p_link ->pending_cid , hci_handle , p_link ->cur_buf );
controdlle

return ret ;




Alpine :: HCI ACL Rx :: ACL Start

if ( !p_link ->mtu_complete && p_link ->cur_buf ) {

host_buf _free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link p_link ->mtu_complete = 0;
p_link ->length = data[O0] | (data[1l] << 8);
p_link ->cur_len = 0;
cur_pos — E— p_link ->pending_cid = (data[2] | (data[3] << 8)):
if ( cid ==2 && p_link ->length > Ox4F1 ) {
CUP_bU'F | p_link ->mtu_complete = 1;
return  0O;
}
cur_len 4 : heap chunk chan = prh_I2_chn_get_p_channel (p_link ->pending_cid );
‘ 1 if ( p_link ->length > chan->inMTU ) {
p_link ->mtu_complete = 1;
handle return  0;
| acllen | )
pending_cid ‘ p_link ->cur_buf = host_buf alloc (p_link ->length );
D ——— p_link ->cur_buf ->len = p_link ->length ;
p_link ->cur_pos = p_link ->cur_buf ;
length memcpyp_link ->cur_buf , data + 4, aclLen);

p_link ->cur_pos += aclLen ;

th Complete p_link ->cur_len += acllLen ;
» if ( aclLen != p_link ->length )

return  0O;
Legend: pkt_handler :
p_link ->cur_pos = 0;
uninitialized p_link ->mtu_complete = 1:
initialized prh_I2_pkt_handler (
t l 1 d p_link ->pending_cid , hci_handle , p_link ->cur_buf );
controdlle

return ret ;




Alpine :: HCI ACL Rx

__int32 _ fastcall prh_12 sar data ind (
char *hci_handle , host buf *inbf , HCI ACL FLAGSIags )
{
p_link = prh_I2_acl find_handle (( int ) hci_handle );
data = inbf ->data;
aclLen = inbf ->len - 4;
switch (flags ) {
case prh_hci ACL_START FRAGMENT

case prh_hci ACL_CONTINUE _FRAGMENT

o _link 1s the representation of an established HCI Link Connection



Alpine ::

HCI ACL Rx :: ACL Continue

__Int32 __ fastcall prh_12 sar data ind (
char *hci_handle , host buf *inbf , HCI ACL FLAGSIags )
{
p_link = prh_I2_acl find_handle (( int ) hci_handle );
data = inbf ->data;
aclLen = inbf ->len -
switch (flags ) {
case prh_hci ACL_START FRAGMENT

case prh_hci ACL_CONTINUE _FRAGMENT
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Alpine :: HCI ACL Rx :: ACL Continue

if ( !'p_link ->cur_pos ) {

p_llnk p_link ->mtu_complete = 1;
Cur_pos return  O;
- \ |
cur buf I if ( p_link ->cur_len +inbf ->len > p_link ->length ) {
= host_buf free (p_link ->cur_buf );
link - = 0;
cur_len 1 . heap chunk p_lin >Ccur_pos 0;
| ‘ 4 p_link ->mtu_complete = 1;
handle return  0;
}
pending_cid memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
length if ( p_link ->length = p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len;
mtu_complete return  ret ;
}
Legend . goto pkt_handler
uninitialized pkt—_ha”d'er
initialized p_link ->cur_pos = 0;
controlled p_link ->mtu_complete = 1;

prh_12_pkt_handler (

p_link ->pending_cid , hci_handle , p_link ->cur_buf );



Alpine :: HCI ACL Rx :: ACL Continue

if ( !'p_link ->cur_pos ) {

p_llnk p_link ->mtu_complete = 1;
CUr pos return O;
-P < }
cur buf I if ( p_link ->cur_len +inbf ->len > p_link ->length ) {
= host_buf free (p_link ->cur_buf );
link - = 0;
cur_len 1 . heap chunk p_lin >Ccur_pos 0;
| ‘ 4 p_link ->mtu_complete = 1;
handle return  0;
}
pending_cid memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
length if ( p_link ->length = p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len;
mtu_complete return  ret ;
}
Legend . goto pkt_handler
uninitialized pkt—_ha”d'er
initialized p_link ->cur_pos = 0;
controlled p_link ->mtu_complete = 1;

prh_12_pkt_handler (

p_link ->pending_cid , hci_handle , p_link ->cur_buf );



Alpine :: HCI ACL Rx :: ACL Continue

if ( !'p_link ->cur_pos ) {

p_llnk p_link ->mtu_complete = 1;
cur_pos return  O;
- ; }
cur buf I if ( p_link ->cur_len +inbf ->len > p_link ->length ) {
= host_buf free (p_link ->cur_buf );
link - = 0;
cur_len 1 .~ heap chunk p_fink - >cur_pos = 0;
| ‘ v p_link ->mtu_complete = 1;
handle return O;
}
pending cid memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
]_ength if ( p_link ->length = p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len;
mtu_complete return  ret ;
}
Legend . goto pkt_handler
uninitialized plt_handler
initialized p_link ->cur_pos = 0;
controlled p_link ->mtu_complete = 1;

prh_12_pkt_handler (

p_link ->pending_cid , hci_handle , p_link ->cur_buf );



Alpine :: HCI ACL Rx :: ACL Continue

if ( !'p_link ->cur_pos ) {

p_llnk p_link ->mtu_complete = 1;
cur_pos return  O;
- ; }
cur buf I if ( p_link ->cur_len +inbf ->len > p_link ->length ) {
= host_buf free (p_link ->cur_buf );
link - = 0;
cur_len 1 .~ heap chunk p_fink - >cur_pos = 0;
| ‘ v p_link ->mtu_complete = 1;
handle return O;
}
pending cid memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
]_ength if ( p_link ->length = p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len;
mtu_complete return  ret ;
}
Legend . goto pkt_handler
uninitialized plt_handler
initialized p_link ->cur_pos = 0;
controlled p_link ->mtu_complete = 1;

prh_12_pkt_handler (

p_link ->pending_cid , hci_handle , p_link ->cur_buf );



Bug :: UseAfter -Free
INn HC| ACL Reception



__int32 __ fastcall prh_12_sar data_ind (

Bug :: UAF Root Cause
char *hci_handle , host_buf *inbf , HCI_ACL_FLAGSlags )

1. TX HCI ACL Start> SDP Profile L

switch (flags ) {
case prh_hci ACL_START_FRAGMENT
if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}
p_link ->mtu_complete = O;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos : . :
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  O;
cur_len
handle p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length
mtu_complete memcpyp_link ->cur_pos, data, inbf ->len);
-~ p_link ->cur_len += inbf ->len ;
Legend: if ( p_link ->length = p_link ->cur_len ) {
G SIS Lo p_link ->cur_pos += inbf ->len ;
uninitializ
initialized EEIE Y

controlled




__int32 __ fastcall prh_12_sar data_ind (

Bug :: UAF Root Cause
char *hci_handle , host_buf *inbf , HCI_ACL_FLAGSlags )

1. TX HCI ACL Start> SDP Profile L

switch (flags ) {
case prh_hci ACL_START_FRAGMENT
if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL

}

p_link ->mtu_complete = O;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos _ . .

if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return O;

cur_len=0x30 “ heap chunk
link ->cur_buf host_buf alloc link ->length );

handle P - - (P gth )

p_link ->cur_pos p_link ->cur_buf ;

pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT
length=08x5606 )
mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
Legend: if ( p_link ->length != p_link ->cur_len ) {
uninitialized p_link ->cur_pos += inbf ->len ;

initialized return ret ;
controlled




Bug :: UAF ROOt Cause int32 fastcall prh_l2_sar_data_ind (

char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
1. TX HCI ACL Start> SDP Profile -
2. TXHCI ACL Start> L2CAP Conless (Cid=2) |t

case prh_hci ACL_START_FRAGMENT

L2CAP PDU Length (OX800) > 0X4F1, l.e. if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
p_Iink B >Iength >  Ox4F1 host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL
}
p_link ->mtu_complete = O;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos o .
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  0;
cur_len=08x38 “ heap chunk -
handle p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length=08x5606

mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);

p_link ->cur_len += inbf ->len ;
Legend' if ( p_link ->length = p_link ->cur_len ) {
ninitialized p_link ->cur_pos += inbf ->len ;
uninitializ
initialized return - ret ;

controlled




Bug :: UAF ROOt Cause int32 fastcall prh_l2_sar_data_ind (

char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
1. TX HCI ACL Start> SDP Profile -
2. TX HCI ACL Start> L2CAP Conless (Cid=2) Iailasn

case prh_hci ACL_START_FRAGMENT

L2CAP PDU Length (OX800) > 0X4F1, l.e. if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
p_Iink B >Iength >  Ox4F1 host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL
}
p_link ->mtu_complete = O;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos o .
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  0;
cur_len=08x38 “ heap chunk -
handle p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length=08x5606

mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);

p_link ->cur_len += inbf ->len ;
Legend' if ( p_link ->length = p_link ->cur_len ) {
ninitialized p_link ->cur_pos += inbf ->len ;
uninitializ
initialized return - ret ;

controlled




Bug :: UAF ROOt Cause int32 fastcall prh_l2_sar_data_ind (

char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
1. TX HCI ACL Start> SDP Profile -
2. TX HCI ACL Start> L2CAP Conless (Cid=2) Iailasn

case prh_hci ACL_START_FRAGMENT

L2CAP PDU Length (0x800) > 0x4F1, i.e. i (' p_link ->miu_complete && p_iink ->cur_buf ) {
D link - >Iength >  Ox4F1 host_buf free (p_link ->cur_buf );
- p_link ->cur_buf = NULL
}
p_link ->mtu_complete = 0;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos L .
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  O;
cur_len=8 heap chunk
handle freed p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length=08x5606

mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);

p_link ->cur_len += inbf ->len ;
Legend: if ( p_link ->length != p_link ->cur len ) {
ninitialized p_link ->cur_pos += inbf ->len ;
uninitializ
initialized return - ret ;

controlled




Bug :: UAF ROOt Cause int32 fastcall prh_l2_sar_data_ind (

char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
1. TX HCI ACL Start> SDP Profile -
2. TX HCI ACL Start> L2CAP Conless (Cid=2) Iailasn

case prh_hci ACL_START_FRAGMENT

L2CAP PDU Length (0x800) > 0x4F1, i.e. i ( !p_link ->miu_complete && p_link ->cur_buf ) {
D link - >Iength >  Ox4F1 host_buf free (p_link ->cur_buf );
- p_link ->cur_buf = NULL
}
p_link ->mtu_complete = 0;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos L .
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  O;
cur_len=8 heap chunk
handle freed p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length=0x866

mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);

p_link ->cur_len += inbf ->len ;
Legend: if ( p_link ->length != p_link ->cur len ) {
ninitialized p_link ->cur_pos += inbf ->len ;
uninitializ
initialized return - ret ;

controlled




Bug :: UAF ROOt Cause int32 fastcall prh_l2_sar_data_ind (

char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
1. TX HCI ACL Start> SDP Profile -
2. TX HCI ACL Start> L2CAP Conless (Cid=2) Iailasn

case prh_hci ACL_START_FRAGMENT

L2CAP PDU Length (0x800) > 0x4F1, i.e. i ( !p_link ->miu_complete && p_link ->cur_buf ) {
D link - >Iength >  Ox4F1 host_buf free (p_link ->cur_buf );
- p_link ->cur_buf = NULL
}
p_link ->mtu_complete = 0;
p_link p_link ->length = data[0] | (data[1] << 8);
cur_pos — .
if ( cid == 2 && p_link ->length > Ox4F1 ){
cur_buf return  O;
cur_len=8 heap chunk
handle freed p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
pending_cid

case prh_hci ACL_CONTINUE_FRAGMENT

length=0x866

mtu_complete=8 memcpyp_link ->cur_pos, data, inbf ->len);

p_link ->cur_len += inbf ->len ;
Legend: if ( p_link ->length != p_link ->cur len ) {
ninitialized p_link ->cur_pos += inbf ->len ;
uninitializ
initialized return - ret ;

controlled




Bug :: UAF Root Cause

1. TX HCI ACL Start> SDP Profile

__int32 __ fastcall prh_12_sar data_ind (
char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
{

2. TX HCI ACL Start> L2CAP Conless (cid=2) [REEaX

L2CAP PDU Length (0x800) > 0x4F1, i.e.
3. TX HCI ACL Continue

p_link
cur_pos
cur_buf
cur_len=8 heap chunk
handle freed
pending_cid
length=0x866

mtu_complete=86

Legend:
uninitialized
initialized
controlled

case prh_hci ACL_START_FRAGMENT
if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL
}
p_link ->mtu_complete = 0;
p_link ->length = data[0O] | (data[1l] << 8);

if ( cid == 2 && p_link ->length > Ox4F1 ){
return O;

p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
case prh_hci ACL_CONTINUE_FRAGMENT

memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
if ( p_link ->length != p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len ;
return ret ;




Bug :: UAF Root Cause

1. TX HCI ACL Start> SDP Profile

__int32 __ fastcall prh_12_sar data_ind (
char *hci_handle , host buf *inbf , HCI_ACL_FLAGSIlags )
{

2. TX HCI ACL Start> L2CAP Conless (cid=2) [REEaX

L2CAP PDU Length (0x800) > 0x4F1, i.e.
3. TX HCI ACL Continue

p_link
cur_pos
cur_buf
cur_len=8 heap chunk
handle TX data

pending_cid
length=0x866

mtu_complete=86

Legend:
uninitialized
initialized
controlled

case prh_hci ACL_START_FRAGMENT
if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL
}
p_link ->mtu_complete = 0;
p_link ->length = data[0O] | (data[1l] << 8);

if ( cid == 2 && p_link ->length > Ox4F1 ){
return O;

p_link ->cur_buf host _buf alloc (p_link ->length );

p_link ->cur_pos p_link ->cur_buf ;
case prh_hci ACL_CONTINUE_FRAGMENT

memcpyp_link ->cur_pos, data, inbf ->len);
p_link ->cur_len += inbf ->len ;
if ( p_link ->length != p_link ->cur_len ) {
p_link ->cur_pos += inbf ->len ;
return ret ;




Why Is it a O-click?



Bug :: Why is it O-click?

0 UAF in L2CAP protocol.
0 L2CAP is processedprior to authentication

0 BDADDRcan be obtained from:

3 Sniff air traffic via Ubertooth.
3 WLAN modul e-s MAC addr es
3 Bruteforce lower 3 bytes.




Bug :: Why is it O-click?

0 UAF in L2CAP protocol.
0 L2CAP is processedprior to authentication

0 BDADDRcan be obtained from:

3 Sniff air traffic via Ubertooth.
3 WLAN modul e-s MAC addr es
3 Bruteforce lower 3 bytes.




Exploitation Strategy



Exploit :: Limitations

O p_link Iscreated per HCI Link Connection o ooe

O We can-t mani pul ate t [ ewbr 2P u%ing t h
tampered p link due to inability of sending e
complete L2ZCAP PDUs T

0 Tampered p link can be used only for writes Length=YY

Into the freed heap chunk
Legend:

controlled
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Exploit :: Limitations

~ ) ; . . p_link
O p_link Iscreated per HCI Link Connection o ooe
O We can-t manipul ate t | b 1P u%ing t h
tampered p_link due to inability of sending SUIEENEE AT UL
complete L2ZCAP PDUs e ot
pending_cl
0 Tampered p link can be used only for writes Length=YY
into the freed heap chunk IHISSONREEEEE
Legend:
uninitialized
initialized

Solution : Use an additional controller! controlled

link#2
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Exploit :: New Controller

0 Now we have link#1 and link#2
3 link#1l (Master): Corrupted with UAF
3 link#2 (Slave): Used for heap manipulations

0 The UAF condition of link#1 1S maintained
by utilizing it only for HCI ACL Continue
fragments

link#1: Master (UAF Tampered)

cur_pos

heap chunk

pending_cid

length=0x8686

link#2: Slave (Heap Manipulation)

cur_pos
cur_len=0x30 | 1 heap chunk
[
length=0x168
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Exploit :: UAF Approach

Can we substitute the chunk in link#1 ->cur pos (UAF) with something useful?
using link#2 HCI Link Connection
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Exploit :: UAF Approach

Can we substitute the chunk in link#1 ->cur pos (UAF) with something useful?
using link#2 HCI Link Connection

1. struct host_buf - object allocated for a complete L2ZCAP PDU (elastic object)
2. struct prh_t_12_channel - object allocated for an L2CAP channel
3. struct prh_t_12_acl_link - object allocated for a HCI Link Connection
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Exploit :: UAF Approach

Can we substitute the chunk in link#1 ->cur pos (UAF) with something useful?
using link#2 HCI Link Connection

1. struct host_buf - object allocated for a complete L2ZCAP PDU (elastic object)
2. struct prh_t_12_channel - object allocated for an L2CAP channel

3. struct prh_t_12_acl_link - object allocated for a HCI Link Connection
Problems:

0 Fastbins are way too hot for this
0 Unsortedbin works in a queue -like way (not suitable for reliable remote UAF)
O Some objects don-t hsauwmesthuint ¢r esti ng f

D)



Solution?



Solution?
Convert UAF into Heap Overtflow.



Exploit :: Heap Overflow

case prh_hci ACL_START_FRAGMENT
if ( !'p_link ->mtu_complete && p_link ->cur_buf ) {
host_buf free (p_link ->cur_buf );
p_link ->cur_buf = NULL

O Assign arbitrary p link ->length after free e e Y R
0 Out-of-boundary of the original heap chunk f ( cid == 2 a&p_link ->length > OXFL )
® ACL Continue canoverflow data further S
Due to increased length case prh_hci_ACL_CONTINUE_FRAGMENT
memopp Ik —scur pos . data, Ibr —len),
p_link p_link

cur_pos o e R E R LR R R L E R LR |
cur_buf cur_buf i
cur_len=8 heap chunk » cur_len=8 heap chunk :
handle “ heap handle - TX data

I I
pending_cid I pending_cid I

length=08x868

length=6x868

mtu_complete=86 mtu_complete=86
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Exploit :: Heap Overflow :: Targets

Heap-based buffer overflow exploitation:

0 Freed chunk metadata overwriting (attacking the allocator):
3 Knowl edge of the allocator-s internals
3 Precise heap offsets and operations

0 Allocated objects data overwriting (attacking the logic):

3 Requires good objects with useful members
3 Heap Feng-Shui is still needed
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Exploit :: Heap Overflow :: Targets

Heap-based buffer overflow exploitation:

0 Freed chunk metadata overwriting (attacking the allocator):

3 Knowl edge of the allocator-s
3 Precise heap offsets and operations

Il nternal s

0 Allocated objects data overwriting (attacking the logic):

3 Requires good objects with useful members
3 Heap Feng-Shui is still needed
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Exploit :: Heap Layout

Main Thread#1 Thread#2 Thread#3
Heap Arena Heap Arena Heap Arena Heap Arena




Exploit :: Heap Layout :: Spraying :: L2ZCAP Channel

Heap Spraying via L2CAP Channels Legend:
To eliminate the heap fragmentation - allocated

. Start heap spraying by establishing multiple L2CAP channels to SDP profile.

2. After a dozen objects, the following layout will be achieved.

3. Let's choose the target channel and enumerate the channels' sled.
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Exploit :: Heap Layout :: Overview

L2CAP Channels spraying was done viaink#1
before triggering the vulnerability

L2CAP Channels Layout

X



Exploit :: Heap Layout :: Overview

L2CAP Channels Layout :f

.
_
.
.
* .,
"
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How do we use the obtained
Heap Overflow?



Exploit .. Heap Layout :: Trigger

. Initial state of the L2CAP Channels layout after spraying

2. Disconnect channel#1 from link#1, it will free the heap chunk
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Exploit :: Heap Layout :: Trigger

4. Subsequent heap overflow will go into channel#?

. . . - -
" 0l " " ol
" = " = =
" " o " u
0 0 - - 0

-
-
=
u
0

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------




Exploit :: Heap Layout :: Trigger

By utili zing the heap ovVv ecorfugtaheropjactsimi t 1 \
the channels sled created after spraying.

prh_host_gen_|I content must be set to NULL to bypass the application crashes.
(more info you will find in the whitepaper)

Now that we demonstrated the nature of Heap Overflow , the next step Is to
understand what we can corrupt in L2ZCAP Channel objects.
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ERTM Channels



Exploit :: ERTM Channel :: General Information

ERTM- Enhanced Retransmission mode

O« O«

Type of dynamic L2CAP channels

O«

Segmentation of ERTM PDU: |-frames and Sframes

O«

The information frames (I-frames): information transfer between L2CAP
entities. | -frame is transmitted in L2ZCAP PDU
The supervisory frames (Sframes). acknowledge | -frames and request

O«

retransmission
0 PDUs exchanged with a peer entity are numbered and acknowledged
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Exploit :: ERTM Channel :: General Information

O« O«

ERTM- Enhanced Retransmission mode
Type of dynamic L2CAP channels

O«

Segmentation of ERTM PDU: |-frames and Sframes

O«

O«

The information frames (I-frames): information transfer between L2CAP
entities. | -frame is transmitted in L2ZCAP PDU

The supervisory frames (Sframes): acknowledge | -frames and request
retransmission

PDUs exchanged with a peer entity are numbered and acknowledged
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Exploit :: ERTM Channel :: Frames

Supervisory frame (S-frame)

16 16

16 / 32 8/ 16 |
I
i
I
I

Information frame (I-frame)

16 16 J 16 / 32

“+_ Basic L2CAP -~
header

- Basic L2CAP -~
header

- e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

8/ 16

%
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Exploit :: ERTM Channel :: Frames

Supervisory frame (S-frame) Information frame (I-frame)

16 16 16

- Basic L2CAP -
header

header

--------------------- R 'FCS is optional

————————————————————————————————————————————————————————— 20nly present in Start of L2CAP SDU

-llllllllllllllll I-rane is one L20HP P
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Exploit :: ERTM Channel :: Frames

Supervisory frame (S-frame) Information frame (I-frame)

16 16 6/ 32 B/ 16 16 16 16 [/ 32 8/ 16 B/ 16

"+ Basic L2CAP -7 . “_ Basic L2CAP ,-° :
header . header :
_____________________ e S L LT EEEETE FCS is optional
I
————————————————————————————————————————————————————————— 20nly present in Start of L2CAP SDU

I-frame is one L2CAP PDU

~ -
~ -
~ -
~ -
~ -
-~ -
- -
~ -
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Exploit :: ERTM Channel :: fframes

int __ fastcall |2_reassemble_sdu (
int sar, prh_t I2 channel *chan, host buf *I2 pdu)

{

switch ( sar )
{
case ERTM_PDU_START
ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
chan->p_ertm_pdu = ertm_pdu;
ertm_pdu->len = ertm_pdu_len ;
I2len =12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
chan- >ertm_pdu_len = [2len ;
case ERTM_PDU_CONTINUE
I2len = I2pdu ->len - 2 - hdr_off ;
ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}
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Exploit :: ERTM Channel :: fframes

int __ fastcall |2_reassemble_sdu (

rh_t_l2_channel
pro-t-te- int sar, prh_t I2 channel *chan, host buf *I2 pdu)

local_cid {
switch ( sar )

{
psm case ERTM_PDU_START
handle ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
chan->p_ertm_pdu = ertm_pdu;
fcrt_data_list ertm_pdu->len = ertm_pdu_len ;
I2len =12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
chan- >ertm_pdu_len = [2len ;
case ERTM_PDU_CONTINUE
I2len = I2pdu ->len - 2 - hdr_off ;
ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

remote_cid

ertm

p_ertm_pdu
ertm_pdu_len=0x0

}

return O;

}
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Exploit :: ERTM Channel :: fframes

int __ fastcall I2_reassemble_sdu (
prh_t_12_channel :
int sar, prh_t I2 channel *chan, host buf *I2 pdu)
local_cid {
. switch ( sar )
remote_cid {
psm case ERTM_PDU_START
B host_buf ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
ertm data _ :
chan->p_ertm_pdu = ertm_pdu;
fecrt_data_list head - ertm_pdu->len = ertm_pdu_len ;
p_ertm_pdu - tail 1 I2len = 12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
ertm_pdu_len=0x8 len=content

chan- >ertm_pdu_len = [2len ;

case ERTM_PDU_CONTINUE
I2len = I2pdu ->len - 2 - hdr_off ;
ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
content memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}
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Exploit :: ERTM Channel :: fframes

int __ fastcall I2_reassemble_sdu (
prh_t_12_channel :
int sar, prh_t I2 channel *chan, host buf *I2 pdu)
local_cid {
. switch ( sar )
remote_cid {
psm case ERTM_PDU_START
B — host_buf ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
ertm data _ :
chan->p_ertm_pdu = ertm_pdu;
fcrt_data_list head - ertm pdu->len = ertm pdu len ;
p_ertm_pdu - tail 1 I2len = 12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
ertm_pdu_len=0x286 len=content

chan- >ertm_pdu_len = [2len ;
case ERIM_PDU CONIINUE

I2len = I2pdu ->len - 2 - hdr_off ;

ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
content memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}
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Exploit :: ERTM Channel :: fframes

int __ fastcall I2_reassemble_sdu (
prh_t_12_channel :
int sar, prh_t I2 channel *chan, host buf *I2 pdu)
local_cid {
. switch ( sar )
remote_cid {
psm case ERTM_PDU_START
B 7 host_buf ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
ertm data _ :
chan->p_ertm_pdu = ertm_pdu;
fcrt_data_list head ertm_pdu->len = ertm_pdu_len ;
p_ertm_pdu ) tail 1 I2len = 12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
ertm_pdu_len=0x286 len=content

chan- >ertm pdu len = [2len :
case ERTM_PDU_CONTINUE

I2len = I2pdu ->len - 2 - hdr_off ;

ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
content memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}
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Exploit :: ERTM Channel :: fframes

int __ fastcall I2_reassemble_sdu (
prh_t_12_channel :
int sar, prh_t I2 channel *chan, host buf *I2 pdu)
local_cid {
: switch ( sar )
remote_cid {
psm case ERTM_PDU_START
B » host_buf ertm_pdu_len = *(( uintl6_t *) [2pdu - >data + 1);
ertm_pdu = host_buf alloc (ertm_pdu_len );
ertm data _ :
chan->p_ertm_pdu = ertm_pdu;
fcrt_data_list head ertm_pdu->len = ertm_pdu_len ;
p_ertm_pdu ) tail g I2len = 12 pdu->len - 4 - hdr_off ;
memcpyertm_pdu->data, [2pdu->data + 4, [2len );
ertm_pdu_len=8x40 len=content

chan- >ertm_pdu_len = [2len ;
case ERTM PDU CONTINUE
I2len = I2pdu ->len - 2 - hdr_off ;
ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

content

}

return O;

}
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ERTM Channel
Universal Heap Spraying



Exploit :: ERTM Channel :: fframes :: Universal Spraying

int __ fastcall |2_reassemble_sdu (
int sar, prh_t I2 channel *chan, host buf *I2 pdu)
{
There is no check if p_ertm_pdu is already {SW“C“ ( sar )
assigned. Therefore, we can send fEEE BRI POULSTART
ertm_pdu_len = *(( uintl6_t *) I2pdu - >data + 1);
ERTM_L2CAP_SDU_STARD create as many ertm_pdu = host_buf_alloc (ertm_pdu_len )
_ _ _ chan->p_ertm_pdu = ertm_pdu;
elastic host buf objects as we need ST = B IS
I2len =12 pdu->len - 4 - hdr_off ;
_ _ memcpyertm_pdu->data, [2pdu->data + 4, [2len );
The minimal size of the elastic object Is chan->ertm_pdu_len = I2len ;
case ERTM_PDU_CONTINUE

0x24 bytes, there is no upper boundary 2len = I12pdu ->len - 2 - hdr_off ;

ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}
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Exploit :;: ERTM Channel :: fframes :: Universal Spraying

Universal Heap Spraying
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Exploit :: ERTM Channel :: fframes :: Universal Spraying

O«

The spraying steps will be omitted in the talk

O«

However, the exploit heavily relies on the heap spraying
O A lot of steps require predictable free lists

More detalls you will find in the upcoming whitepaper
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int __ fastcall |2_reassemble_sdu (

int sar, prh_t I2 channel *chan, host buf *I2 pdu)
{

switch ( sar )

{

What if we could control the content of case ERTM_PDU_START
ertm_pdu_len = *(( uintl6_t *) [2pdu ->data + 1);
chan - >p_ertm_pdu - >data ? ertm_pdu = host_buf alloc (ertm_pdu_len );
chan->p_ertm_pdu = ertm_pdu;
ertm_pdu->len = ertm_pdu_len ;

In that case, ERTM_L2CAP_SDU_CONTINUE e = 12 e lon o
might be used to write data under the memcpyertm_pdu->data, I2pdu ->data + 4, I2len );

chan- >ertm_pdu_len = [2len ;
Controlled pOinter _ case ERTM PDU CONTINUE
I2len = I2pdu ->len - 2 - hdr_off ;
ertm_cur = &chan->p_ertm_pdu- >data [ chan- >ertm_pdu_len ];
memcpyertm_cur , 12pdu - >data + 2, [2len );
chan- >ertm_pdu_len += I2len ;

}

return O;

}

86



Exploit :: ERTM Channel :: fframes :: AAW

AAW Primitive Strategy

1. Initial state of the ERTM L2CAP Channel 2. Allocate a new L2CAP SDU via ERTM_L2CAP_SDU_START

3. Overwrite data pointer within the host_buf object 4. TX ERTM_L2CAP_SDU_CONTINUE with the payload

e

I —

- hostbuf
E(

Bl —
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Using the ERTM channels we can obtain the following primitives :

0 Universal Heap Spraying
O Arbitrary Address Write (AAW)
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Using the ERTM channels we can obtain the following primitives :

0 Universal Heap Spraying
O Arbitrary Address Write (AAW)

However, ERTM Channels are not accessible prior to authentication.
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Using the ERTM channels we can obtain the following primitives :

0 Universal Heap Spraying
O Arbitrary Address Write (AAW)

However, ERTM Channels are not accessible prior to authentication.

Let - s ounavk ERTM channelvia the Heap Overflow vulnerability!
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